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GATHER INSTRUCTIONS FROM USER: 
WHICH FILES TO INCLUDE, SHOULD COMPRESSION BE USED, WHICH 
ENCRYPTION ALGORITHM AND PASSPHRASE TO USE, OUTPUT FILENAME, 
SECUREREPLY ON FLAG, ANY OTHER USER- SPECIFIED INFORMATION. 




1 

J . 


WRITE DECRYPT ENGINE AND ENVELOPE HEADER TO OUTPUT FILE: 
COPY DECRYPT ENGINE CODE TO START OF ENVELOPE OUTPUT. SEE 
ENVELOPE HEADER DECLARATION FOR A COMPLETE DESCRIPTION OF 
rnriivs Fiirin ST7FS AND CONTENTS. 
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p 
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LOOP THROUGH EACH INCLUDED INPUT FILE 




COMPRESS THE INPUT FILE 
IF SELECTED BY USER. 




1 




COMPUTE VALUES FOR FILE HEADER: 

«/x«mT.miTm r, nnAn TVP TP r"Pf A M T?TP FNVFT OPT? FTT.E HEADER 

FOOTPRINT, ERROR DETtCUON, ML. aHifi juNvriLurEi niAu nntu/nn 
DECLARATION FOR A COMPLETE DESCRIPTION OF FIELDS, FIELD 
SIZES AND CONTENTS. 


1 -i 


ENCRYPT FILE 
USING ALGORITHM SELECTED BY USER. 




WRITE FILE HEADER AND FILE TO OUTPUT 


i 4 


- TF MORE INPUT FILES EXIST, LOOP FOR NEXT FILE, ELSE EXIT LOOP 




1 i 


CLOSE OUTPUT FILE 
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READ ENVELOPE HEADER 
EXTRACT FILE COUNTS AND OTHER NEEDED INFORMATION. 



GATHER INSTRUCTIONS FROM USER: 
WHICH FILES TO EXTRACT, DESTINATION ON TARGET COMPUTER'S 
STORAGE AREA, PASSPHRASE, ETC. WHICH FTLE(S) TO INCLUDE 
IN SECUREREPLY, SECUREREPLY OUTPUT DESTINATION, ETC. 



ri 



LOOP THROUGH EACH FILE ENCLOSED IN ENVELOPE 



DECRYPT FILE 

USING THE ALGORITHM SELECTED DURING ENCRYPTION/ ASSEMBLY. 



DECOMPRESS THE ENCLOSED FILE 
IF IT WAS COMPRESSED (AS INDICATED IN FILE HEADER). 



VERIFY THE INTEGRITY OF THE ENCLOSED FILE 
CHECK FOR TAMPERING, CORRECT DECRYPTION, ETC. 



WRITE DECRYPTED FILE TO OUTPUT DESTINATION 

I 



IF MORE INPUT FILES EXIST, LOOP FOR NEXT FILE, 
ELSE EXIT LOOP 



EXIT — 



IF ENVELOPE ENABLED FOR SECUREREPLY AND USER SELECTED 
SECUREREPLY, CREATE SECUREREPLY,. ELSE EXIT 



SEE FIG. 2c 
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GATHER INSTRUCTIONS FROM USER: 
WHICH FILES TO INCLUDE, OUTPUT FILENAME, PASSPHRASE, 
ANY OTHER USER-SPECIFIED INFORMATION. 



WRITE SECUREREPLY HEADER TO OUTPUT FILE: 
SEE ENVELOPE HEADER DECLARATION FOR A COMPLETE 
DESCRIPTION OF FIELDS, FIELD SIZES AND CONTENTS. 





LOOP THROUGH EACH 


INCLUDED INPUT FILE 








COMPRESS THE INPUT FILE 
D7 SELECTED BY USER. 








COMPUTE VALUES FOR FILE HEADER: 
FOOTPRINT, ERROR DETECTION, ETC. SEE ENVELOPE FILE 
HEADER DECLARATION FOR A COMPLETE DESCRIPTION OF 
FIELDS, FIELD SIZES AND CONTENTS. 








ENCRYPT FILE 

USING THE SAME ALGORITHM AS SELECTED BY THE USER 
DURING ENVELOPE CREATION. 








WRITE FILE HEADER AND FILE TO OUTPUT 




i 




IF MORE INPUT FILES EXIST, LOOP FOR NEXT FILE. 
ELSE EXIT LOOP 








CLOSE OUTPUT FILE 
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. 2d 



READ SECUREREPLY HEADER 
EXTRACT FILE COUNTS AND OTHER NEEDED INFORMATION. 



GATHER INSTRUCTIONS FROM USER: 
WHICH FILES TO EXTRACT, DESTINATION ON TARGET COMPUTER'S 
STORAGE AREA, PASSPHRASE, ETC. 



LOOP THROUGH EACH FILE ENCLOSED IN SECUREREPLY 



DECRYPT FILE 

USING THE ALGORITHM SELECTED DURING ENCRYPTION/ASSEMBLY. 



DECOMPRESS THE ENCLOSED FILE 
IF IT WAS COMPRESSED (AS INDICATED IN FILE HEADER). 



VERIFY THE INTEGRITY OF THE ENCLOSED FILE 
CHECK FOR TAMPERING, CORRECT DECRYPTION, ETC. 



WRITE DECRYPTED FILE TO OUTPUT DESTINATION 



IF MORE INPUT FILES EXIST, LOOP FOR NEXT FILE, 
ELSE EXIT LOOP 



CLOSE SECUREREPLY (I.E. INPUT) FILE 
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GET PASSPHRASE 
FROM USER 



GENERATE CRYPT KEY 
FROM PASSPHRASE 



OPEN ENVELOPE 
PROGRAM FILE (READ) 




READ ENVELOPE 
HEADER 
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1 

CREATE SECUREREPLY 
OUTPUT FILENAME 




WRITE ENVELOPE 
HEADER 



WRITE DATAFILE 
HEADER 



DISPLAY SUCCESS 
MESSAGE 
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OPEN SECUREREPLY 
FOR READING 



READ SECUREREPLY 
HEADER VERSION ID 



READ SECUREREPLY 
HEADER 



GET PASSPHRASE 



CREATE CRYPT KEY 
FROM PASSPHRASE 



GET FILENAME FOR 
DECRYPTED OUTPUT 



DECRYPT DATAFELE 





.2d 




DISPLAY ERROR 
MESSAGE 
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